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Post: Chief Information Security Officer (1-Post)

A) Eligibility:

Minimum 8 years of experience in field of IT Information security with 5 years of relevant experience at supervisory level in IT
Security domain.

B) Age:

Maximum Age limit not above 35 years.

C) Education Qualification:

Possess a degree of M. Sc. Digital Forensics and Information Security, M. Tech. Cyber Security, MSC Cyber Security, Master in Cyber
Security, M. Tech in Cyber law and Information security, M. Tech computer science and engineering with specialization in information
security, M. Tech in computer science and information security, MBA - Information technology business management or any relevant
cyber security and Information security related masters degree from university recognized by UGC / AICTE or recognized university.

Should have Minimum one relevant certification in IT Security with maintained certification. (CISO / CISSO/ CISSM/ CISSP/ CASP/
CISM / CCIE with Security / CEH)

D) Experience:

Total of 8 Year’s experience in IT Information security. Should have 5 experience in managing cyber security in managerial capacity.

E) Key Roles and Responsibilities:

F)

Coordinate with stakeholder and department for support and direction for implementing information security measures.
Periodically evaluate and review effectiveness of Information Security Management System.
Reviewing and updating the cyber security policy documents.
Establishing and reviewing the Risk Assessment methodology, risk treatment and selection of appropriate controls for
risk mitigation by leveraging technology and an understanding of the threat landscape in the organization.
Establishing a cyber-security program and business continuity program and for drafting of various security policies e.g,,
Information security policy, Data governance and classification policy, Access control policy, Acceptable use of assets and
asset management
Implement information Security awareness programs for all personnel in the organization and Incident management.
Interacting with regulatory bodies and external agencies that could be of help in maintaining information security for the
organization, e.g. CERT-In
CISO would also be responsible for the following:

o  Vulnerability Assessment & Penetration Testing (VAPT)

o  Web Application Security Assessment

o Information Security Audit
Ensuring that information security incidents are reported to CERT-In.
Establishing a Cyber Crisis Management plan & Group outlining roles and responsibilities of organizational stakeholders
and implementing the CCMP in crisis.
Implement automated and continuous monitoring of security incidents

Soft Skills:

Management capabilities ;

Strategic planning abilities

Knowledge of relevant legislative or regulatory requirements such as IT Act and associated Rules, GDPR and relevant
rules related to IT security.

Good communication and writing skills.

Demonstrated problem-solving skills

Proficient in English, Hindi and Gujarati

G) Remuneration:

Pay Band 15600 - 39100 (Grade Pay - 7600). 7th Pay Commission level - 12 Rs.78,800-2,09,200.



Gujarat Informatics Limited
(A Government of Gujarat Company)

Requires
Chief Information Security Officer

Guijarat Informatics Ltd. (GIL) is the nodal agency of Government of Gujarat for the spread of Information
Technology in Gujarat & helping various Government Departments/ Offices in e-governance initiatives.
GIL invites applications for the Chief Information Security Officer (Post — 1 Nos). For more details about

the qualification, experience & skill sets, please visit our website: www.gil.gujarat.gov.in.

Important:
Particulars Date
Starting date for submission of On-line Application 10.02.2019
Closing date for submission of On-line Application 28.02.2019
Tentative Date for Written test (In case number of applications received are | 05.03.2019

more than 10 Nos.)

Tentative Date for Personal Interview (In case number of applications received
are less than 10 Nos.)

05.03.2019 from
9.00 AM at GIL Office

Tentative date for Personal Interview (In case number of applications received
are more than 10 Nos.)

20.03.2019

Applicants are required to submit applications through https://ojas.gujarat.gov.in only. No other
mode of application will be accepted.

Candidates applying on https://ojas.gujarat.gov.in & meeting educational qualification & experience
criteria would only be called for written test and / or personal interview after scrutiny of the
applications.

In case the number of applications received are less than or equal to 10, then the candidates will be
directly called for personal interview.

At the time of Personal Interview, candidates will be required to furnish all the documentary proofs
for qualifications, certifications, professional experience (Copy of work experience letters from
various employers with whom candidate has worked in the past & proof of last salary drawn will be
considered), etc. The documentary proofs will be verified & subject to successful verification of
documentary proofs, the candidates will be allowed to appear in Personal interview.

Managing Director
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